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Abstract: This paper examines the application of the cookies’ regulation, specifically as regards the legal requirements
stipulated by legislation and further developed by case law, the fulfilment of which ensures the lawful employment and use of
cookies towards users visiting different websites on the internet. The implementation of these legal requirements in practice is
analysed on the example of websites operated by different healthcare providers within the territory of the Slovak republic, which
utilize cookies for different purposes. In this regard the authors identify the common practice of healthcare providers as regards
the use of cookies on their websites and the main issues that prevent the successful implementation of the regulation in practice.
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1. Introduction
The existence of specific challenges and threats to the
protection of fundamental rights and freedoms of natural
persons on the internet, specifically of the right to privacy
and personal data protection, cannot be refuted.
Data collection may be executed in numerous ways. One of
the most common methods is based on the use of cookies,
which are defined as the state of information that passes
between an origin server and user agent and is stored by the
user agent [1]. In general, cookies are small data or text files
that are employed at the time when users visit websites by
their servers with the objective to collect selected
information and send this information back to these servers.
The issue to be tackled in this regard is the fact that the
information collected may either include personal data of
the websites’ users, therefore possibly interfering with their
right to personal data protection, or may in other way
interfere with their personal life with the possibility to
infringe users’ right to the protection of their privacy. Due
to the importance of privacy and personal data protection in
the digital environment, the use of cookies and other similar
technologies is limited by the applicable legislation
supported by the relevant case law. This paper follows
primarily the regulation enacted by the European Union
(hereinafter only as the “EU”), which includes primarily the
ePrivacy Directive [2] and the General Data Protection
Directive [3], and the relevant case law of the CJEU
contained primarily in the judgement C-210/16
Wirtschaftsakademie Schleswig-Holstein [4] and the
judgement C-673/17 Planet 49 [5].
2. Related works
Kosta [6], Borgesius [7] and Markou [8] provide a critical
legal analysis of the 2009 amendment to Article 5 (3) of the
ePrivacy Directive that altered the approach as regards the
provision of consent from the previously applied opt-out
principle to the newly preferred opt-in principle. Cofone [9]
further examines the different approaches of the selected
Member States (UK and Netherlands) to the

implementation of this amendment in their national
legislation. The impact of the recent General Data
Protection Regulation on the use of cookies in practice,
specifically as regards the issue of consent provision, and
the initiatives of the EU in connection with the further
modification of the ePrivacy Directive are investigated by
Rózenfeldová et al. [10]. The issue of consent provision and
its obtainment from the perspective of business companies
is also analysed by Jackson [11]. The legal analysis of the
relevant CJEU case law on the use of cookies from privacy
and personal data protection perspective is provided by
Rózenfeldová [12]. Large-scale empirical study of web
cookies was realised by Cahn et. al. [13]. The authors
collected over 3.2 million cookies from the top 100.000
Alexa websites within the period of 18 months. On this basis
the authors discuss important privacy implications by
examining specific cookie attributes and placement
behaviour of the third-party cookies. The Cookiepedia [14]
provide the Cookiepedia database that currently contains
31 250 808 cookies that are categorized into four different
categories, namely strictly necessary cookies, functionality
cookies, performance cookies and targeting or advertising
cookies, and also provides a tool to scan the content of
websites to detect cookies used on them.
3. Methodology
The primary research question for the analysis provided is
stipulated as follows: “How do healthcare providers in the
Slovak republic approach the issue of privacy and personal
data protection as regards the use of cookies on their
websites towards their users?” The authors consider the
individual legal requirements stipulated by the EU
legislation and supported by the relevant case law of the
CJEU and their implementation in practice. The authors
examine these legal requirements and study their
application or the absence thereof on the websites operated
by healthcare providers that provide their services within
the territory of the Slovak republic.
The healthcare providers examined include both stateowned and operated institutions, as well as organizations

managed by private companies. The list of healthcare
providers was formulated on the basis of the National
Registry of Health Care Providers administered in
accordance with the Act No. 153/2013 Coll. on the National
Health Information Centre [15], which defines e. g. the
scope of data included in the registry, particularly
information enabling the identification of subjects
authorized to provide healthcare services in the Slovak
republic.
To answer the above-stated research question, the authors
conducted the analysis of all of the websites provided and
operated by the identified healthcare providers in the Slovak
republic.
The analysis included the examination of 95 websites in
total, from which only 77 were identified as functionable
and therefore were included in the analysis. Moreover, 5
more websites were later excluded from the analysis due to
the fact that no cookies were employed on them. Therefore,
72 websites of the Slovak healthcare providers in total
formed the basis for the authors’ final analysis.
The analysis included the collection of numerous attributes
defined with the objective to answer stipulated partial
research questions. The relevant data was collected from the
healthcare providers’ websites, specifically from two
sources, namely from the so-called ‘cookie banners’
(notifications shown on the website informing the user
about the employment of cookies on the website) and from
the cookies policies available on the website.
The first set of data, the objective of which is the
examination of the method of consent provision, included
the following data: (I) whether the user has the possibility
to consent with the use of cookies (attributes: yes / no); (II)
whether the user has the possibility to actively consent with
the use of cookies (the application of the opt-in principle)
(attributes: yes / no); (III) whether the user has the
possibility to choose between different consent settings (e.
g. consent provided for the use of all categories of cookies
or only for the selected categories of cookies) (attributes:
yes / no); (IV) whether cookies were applied
notwithstanding the provision of consent, namely whether
cookies were used even before the provision of consent
(attributes: yes / no); (V) if cookies were applied
notwithstanding the provision of consent, what types of
cookies were employed, namely whether these cookies were
limited to first-party cookies (attributes: yes / no).
The objective of the second set of data is to study the
individual aspects that must be present to ensure the
provision of an informed consent. In this respect, the authors
examined, whether the following data was provided to
users: (I) general information about cookies (attributes: yes
/ no); (II) information on the types of cookies used by the
website (attributes: yes / no); (III) information regarding the
purpose of cookies’ use (attributes: yes / no); (IV)
information specifying the scope of the data collected
(attributes: yes / no); (V) information about the time period,

within which cookies are used (attributes: yes / no); (VI)
information about the parties with access to data collected
by cookies (attributes: yes / no); (VII) specification of
countries, to which data is sent (attributes: yes / no); (VIII)
information about the controller (attributes: yes / no); (IX)
information about the data protection officer (attributes: yes
/ no).
4. Consent as the authorization criterion
The utilization of data collected and processed with tracking
technologies such as cookies can provide numerous benefits
to different subjects. These include not only websites’
operators, but also individual users of their websites.
However, to ensure the conformity of such collection and
processing of data, whether personal or other, with the
applicable legislation and case law, the websites’ operators
must identify the relevant legal requirements and adhere to
them in their practice.
The legal basis that provides the necessary authorization for
the accumulation and processing of data in this regard is
consent. The determination of consent as the authorization
criterion is based on the provisions of the relevant
legislation applicable in this regard, namely on Article 5 (3)
of the ePrivacy Directive and, after the relatively recent
modification of personal data protection legislation, on
Article 6 (1) (a) of the General Data Protection Regulation
(hereinafter only as “GDPR”).
Consent as the legal basis for data processing is defined in
Article 4 (11) of GDPR as “any freely given, specific,
informed and unambiguous indication of the data subject's
wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of
personal data relating to him or her.” This definition and the
subsequent provisions of GDPR regarding consent together
with the relevant case law of the CJEU determine the
individual legal requirements to be fulfilled in order for the
provision of consent to be considered as valid.
The most important condition in this regard is the
requirement of lawfulness. According to Article 6 (1) of
GDPR, “processing shall be lawful only if and to the extent
that at least one of the following applies: a) the data subject
has given consent to the processing of his or her personal
data for one or more specific purposes.” However, the
provision of consent by the data subject (the affected natural
person) for one or more specific purposes with the use of
cookies on the website must fulfill certain conditions.
Especially important is the obligation of controllers
(website operators) to ensure that data subjects not only
have the possibility to consent with the use cookies, but are
also able to consent in an active manner. Active consent
presents the application of the currently preferred opt-in
principle in practice, which requires users to actively ‘do
something’ to provide their consent, as opposed to the
formerly accepted opt-out principle that presumed the
provision of consent until users submitted or otherwise
expressed their objection in this regard.

The provision of active consent seems to be one of the most
problematic conditions to be exercised in practice. Many
websites actively try to circumvent this demand or
otherwise trick users into providing their consent with the
use of cookies. Examples of such practices include general
formulations according to which users consent with the use
of cookies simply by visiting a website (without the need to
actively consent), by providing pre-checked checkboxes in
cookies notifications, which users must deselect to refuse
their consent, or by highlighting ‘the accept buttons’ while
limiting the visibility of or otherwise hiding ‘the deny
buttons’ in cookies notifications.
4.1 The lawfulness of consent provision
The analysis confirmed the above-stated issues regarding
the lawfulness of consent’s provision on the websites of the
analysed healthcare providers. In this regard, the first partial
research question was defined as follows: “Does the method
of consent provision applied on the healthcare providers’
websites fulfil the condition of lawfulness in accordance
with the applicable legislation and case law?” To answer
this question, the authors investigated four issues.
Firstly, we considered, whether users visiting the websites
of the healthcare providers had the ability to consent with
cookies used on these websites. In this regard, from the 72
websites that form the basis for our analysis, only 9 of them
employed a mechanism for consent’s provision.
Secondly, we investigated whether users were able to
provide their consent with the use of cookies in an active
manner, e. g. by clicking on the accept button. From the 9
websites that employed some form of mechanism for
consent provision, almost all of them (8 out of 9) conformed
to the condition of the active consent provision. The reason
for this may be that fact that when websites’ operators
realise the fact that the provision of users’ consent is
necessary, and therefore a mechanism for consents’
provision must be created, they employ such a mechanism
that adheres to the applicable legislation and case law that
requires the provision of active consent.
Thirdly, the authors considered whether the user, that has
the possibility to consent with the use of cookies, also has
the opportunity to choose between different consent
settings. Such an opportunity may be present in the creation
of different categories of cookies used on a website (e. g.
strictly necessary, functional, analytical, advertising or
other types of cookies). In this regard, website operators
may enable users to consent only with all types of cookies
employed on their websites, or may provide users the option
to choose the categories of cookies with the use of which
they consent to. The authors consider that from the legal
point of view, the latter option better suits the legal
requirement, according to which consent for personal data
processing shall be given for one or more specific purposes.
This conclusion is based on the fact that users’ general
consent with the employment of all categories of cookies
may not be deemed as distinct enough to ensure the
specificity of processing’ purposes. The authors’ analysis

demonstrates these issues, as only 6 from the analysed
websites enabled users to determine the categories of
cookies, with the use of which they consent to, whereas 66
of websites did not provide this option to their users.
Fourthly, the authors analysed the question, whether
cookies were employed (e. g. stored in users’ terminal
equipment) notwithstanding the provision of consent. In this
regard the authors examined, whether cookies were engaged
also in the incognito mode of web browsers.
The engagement of cookies before the obtainment of users’
consent with the use of cookies is, at first sight, in conflict
with the principle of lawful processing of personal data, due
to the absence of a legal basis that authorizes such
processing. Our analysis has shown that the majority of the
analyzed websites (69 from 72 websites) used cookies even
before any consent was provided from users. These results
may indicate that the website operators do not condition the
use of cookies on the provision of consent. This conclusion
is supported by the fact that in the case of 60 websites that
used cookies before the provision of consent, no mechanism
for consent obtainment was provided, and in the case of the
remaining 9 websites, that implemented such a mechanism,
none of them ensured the non-employment of cookies
before consent provision.
In conclusion, the answer to the first partial research
question of whether the method of consent provision
applied on the healthcare providers’ websites fulfils the
condition of lawfulness in accordance with the applicable
legislation and case law must be (with minor exceptions) no.
As was stated above, the majority of the analysed websites
do not provide any mechanism for consent provision. From
those websites that provide such a mechanism, only 8
websites in total fulfilled the requirement of active consent
provision and only 6 websites provided the users with the
possibility to choose between different categories of
cookies to consent to and therefore ensured the provision of
specific consent. Furthermore, the majority of websites did
not condition the use of cookies on the consent provision
(on average 5 cookies were used on every website before
the provision of consent). Despite of the fact that some
websites provided a mechanism for consent provision, none
of them ensured the non-employment of cookies before
obtaining such consent.
4.2 The possibility to withdraw consent
Article 7 (3) of GDPR also conditions the validity of
consent’s provision on the right of data subjects that
previously provided their consent with data processing to
withdraw their consent at any time. Therefore, the authors
stipulated their third partial research question as follows:
“Do healthcare providers ensure the application of the right
to consent withdrawal as regards the use of cookies on their
websites?”
In this regard, the authors considered, firstly, whether the
analyzed healthcare providers informed their users about
their right to withdraw their previously provided consent

with the use of cookies. This obligation is stipulated directly
in Article 7 (3) of GDPR (2016), according to which data
subjects shall be informed of this right “prior to giving
consent”. Despite of the clear wording of the regulation, the
authors identified only 21 websites that provided their users
with this information in contrast with 51 websites that did
not contain such information. Therefore, more than 70 % of
the analyzed healthcare providers were identified as directly
infringing the applicable regulation in this regard.
Secondly, the authors examined whether it was possible for
users to withdraw their consent directly on the website, on
which the consent was previously provided. In this regard,
only 2 websites provided such an opportunity. Specifically,
one website enabled the consent withdrawal through an
email and the other website provided this option directly in
the cookies’ notification.
The availability of the option to withdraw consent to
websites’ users may be difficult to ensure in practice, if
specific methods for consent withdrawal are to be created
for individual websites. This is supplemented by another
legal requirement stipulated in Article 7 (3) of GDPR
(2016), according to which “it shall be as easy to withdraw
as to give consent,” which can be interpreted as the
possibility to withdraw consent in the same or similar
manner as it was provided (e. g. if consent was provided by
clicking on the accept button, the withdraw button should
also be made available). In this regard it may be preferable
for the website operators to provide their users with
information regarding the possibility to delete cookies
directly from their web browsers rather than to create
specific mechanisms for consent withdrawal.
Conclusion
This paper discusses the issues connected with the use of
cookies as regards the privacy and personal data protection
of users visiting websites operated by healthcare providers
in the Slovak republic. The authors focused predominantly
on the individual aspects of consent provision that has been
identified as the primary legal basis for the collection and
processing of users’ data through cookies. The results of the
analysis conducted on the healthcare providers’ websites
confirm the absence of a common approach to consent
provision and highlights the individual deficiencies of
consent obtainment, such as the absence of a specific
mechanism for consent provision, non-fulfilment of
conditions required for the provision of informed consent,
as well as the absence of consent withdrawal mechanisms
required by the applicable legislation. In this regard, the
authors conclude that the websites of the analysed
healthcare providers that provide services in the Slovak
republic do not sufficiently ensure privacy and personal data
protection of their users, whose personal or other data may
be collected and processed in a way that does not
correspond to their interests.
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